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Abstract—Software-Defined Networking (SDN) decouples
control and data planes, making controller orchestration a
central challenge known as the Controller Placement Problem
(CPP). While security-aware CPP has been studied mainly
through active mechanisms (e.g., consensus), their assumptions
do not hold for passive mechanisms such as anomaly detection.
Yet, security tasks increase controller load, and prior analytical
and experimental works show that control-plane contention
degrades network performance. This paper investigates the
impact of passive security—specifically anomaly detection—on
controller load and integrates the choice of detection model
into the CPP to jointly optimize security and performance.
Experiments on the Ryu controller over the GEANT topology
show that passive mechanisms can reduce effective controller
capacity by up to a half. Compared to classical strategies, our
approach improves security by 11% with only 3% performance
overhead, whereas the most secure baseline incurs over 67 %
performance degradation for a 16% security gain.

Index Terms—Controller Placement Problem, Security, De-
tection, Software-Defined Networking

I. INTRODUCTION

Software-Defined Networking (SDN) [1] enables pro-
grammable network architectures by decoupling the data
plane from the control plane and centralizing the latter
through software-based controllers. This paradigm simpli-
fies network management, improves energy efficiency, and
supports advanced applications [1]. SDN is now a key
component of modern 5G and emerging 6G networks, where
it supports network slicing, edge computing, and heteroge-
neous access technologies [2].

Early SDN deployments relied on a single centralized
controller, which quickly exposed limitations in scalability,
reliability, and fault tolerance [1]. Distributed controller
architectures were therefore introduced, combining logical
centralization with physical distribution. In such architec-
tures, determining how many controllers to deploy and
where to place them becomes a critical design problem,
known as the Controller Placement Problem (CPP) [3]. Most
CPP formulations focus on performance-related objectives
such as latency minimization [3], reliability through redun-
dancy [4], load balancing, energy efficiency [5], or multi-
objective trade-offs involving cost and resilience. Despite
extensive research, the impact of security mechanisms on
controller placement remains largely unexplored, although
recent surveys highlight its growing importance [6], [7].
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Securing the SDN control plane further complicates its
design, as controllers are high-value attack targets and often
rely on anomaly-detection mechanisms [1], [8], [9]. In prac-
tice, security is typically added after controller architectures
are optimized, implicitly assuming that controller resources
remain fully available for control tasks. However, security
tasks introduce additional overhead on the controller, which
adds to an already fully utilized system [10], and queueing-
theoretic analyses as well as experimental studies have
shown that contention among control-plane requests leads to
overload, increased processing delays, and degraded network
performance [11], [12].

As we show later, enabling anomaly detection at fine time
granularities can significantly reduce the effective process-
ing capacity of SDN controllers —by more than half in
our experiments— thereby challenging existing controller
placement and provisioning (CPP) models. More broadly,
anomaly-detection algorithms, often based on machine learn-
ing, introduce non-negligible computational overhead and
compete with core control-plane functions in large-scale
WAN, 5G/6G, and IoT environments [10], [13]. Despite this,
the impact of detection mechanisms on controller load and
effective capacity is rarely considered in CPP formulations,
potentially leading to inefficient or unstable deployments.

In this paper, we address this gap by explicitly modeling
the computational overhead of anomaly-detection mecha-
nisms and integrating it into the controller placement pro-
cess. Rather than proposing a new detection algorithm, we
quantify and measure how different detection models and ex-
ecution strategies affect controller capacity and incorporate
this impact into an extended CPP formulation. We introduce
the Controller and Detection Placement Problem (CDPP),
which jointly determines controller placement, controller
type, and detection model selection to balance control-plane
performance, deployment cost, and security level.

Using experimental measurements on a real SDN con-
troller and evaluations on realistic network topologies, we
show that ignoring the cost of passive security mecha-
nisms can significantly degrade control-plane performance,
whereas detection-aware placement enables substantial se-
curity gains with only marginal performance overhead.

The remainder of this paper is organized as follows.
Section II introduces detection-aware controller placement,



Section IIT presents the CDPP formulation, and Section IV
evaluates the proposed approach.

II. INTRODUCING THE DETECTION IN THE CONTROLLER
PLACEMENT PROBLEM

A. Description

The partitioning of the SDN control plane raises chal-
lenges related to latency, reliability, and load balancing,
which are central to the CPP. CPP determines the number
and location of controllers and the assignment of switches
to controllers. These decisions directly impact control-plane
latency, scalability, and overall network performance. Sim-
ilar issues arise in SDN-based 5G/6G networks, where
virtualized control functions run on general-purpose CPUs
under tight resource constraints.

The SDN control plane constitutes a high-value attack
surface, with vulnerabilities at both controller level and
East—West interfaces [1]. To mitigate these threats, anomaly-
detection mechanisms are often embedded within con-
trollers.

However, SDN controllers already operate on heavily
loaded general-purpose CPUs. Prior studies report near-
100% CPU utilization under realistic workloads [10], and
several dedicated cores may be required to maintain accept-
able performance [14]. Since core control-plane functions
such as flow-rule installation, topology discovery, and path
computation are computationally expensive, even limited
additional processing can increase latency and degrade re-
sponsiveness.

In this context, deploying neural-network-based anomaly
detection further reduces available controller capacity and
may destabilize the control plane. Neural networks never-
theless remain widely adopted for SDN anomaly detection
[8], [9], creating a tension between security requirements
and limited controller resources [13].

This paper therefore studies how integrating anomaly-
detection mechanisms affects controller placement decisions.
In particular, we investigate how detection-induced pro-
cessing overhead reduces controller capacity and how this
reduction should be incorporated into CPP formulations

B. Detection strategy

There are several ways to orchestrate anomaly detection
at the control plane. Models range from statistical and rule-
based approaches to Machine Learning techniques, with
Neural Networks becoming particularly popular in SDN
controllers [8], [9], [15]. These models differ in compu-
tational cost, memory footprint, input requirements, and
inference latency, directly affecting the overhead imposed
on the control plane.

Another key factor is the detection pipeline, i.e., when and
how frequently the anomaly detection algorithm processes
incoming control traffic. The same model can have very
different performance impacts depending on this orchestra-
tion strategy. A first approach is to execute the detection
algorithm per packet, as in [8], but such an approach does
not scale to large-scale networks and is typically limited
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Fig. 1: Control pipeline in case of a detection algorithm
apply periodically.

to highly sensitive contexts requiring fine-grained traffic
inspection.

A second approach is to perform anomaly detection
periodically on batches of packets as in [9], [15] and
as illustrated in Fig. 1. Instead of analyzing each packet
individually, the controller collects a set of packets during a
predefined time window and runs the detection algorithm at
fixed intervals. This strategy reduces the frequency of model
executions, thereby lowering the resource consumption on
the controller. However, it increases the detection delay:
anomalies occurring between two detection periods may
remain undetected for longer. Furthermore, batching packets
increases the volume of input data provided to the model
at once, potentially increasing inference time even if the
number of executions decreases.

As highlighted in [16], configuring anomaly-detection
models involves a trade-off between inference time and de-
tection accuracy. Hence, increased accuracy usually requires
additional processing, which introduces latency and reduces
controller capacity. In our measurements, periodic detection
with a 10 ms period reduces capacity by more than half
(Table III).

Therefore, detection mechanisms must be treated as first-
class components of control-plane design. Model choice and
execution strategy should be considered alongside controller
placement. This motivates the Controller and Detection
Placement Problem (CDPP), extending classical CPP by
explicitly modeling detection overhead and jointly optimiz-
ing controller placement, type, and detection model under
performance, cost, and security constraints.

ITII. FORMALISATION OF THE CDPP

Determining the optimisation placement of the controllers
is a common problem from the literature but we propose to
introduce the choice of the detection model in the Controller
and Detection Placement Problem (CDPP).

System Model. We have an SDN network topology con-
sisting of a set of nodes . Each node of the network can
contain a switch or a controller. The set of switches S C N is
initially known, while the set of controllers C C A has to be
determined. Each controller can be instantiated by choosing
one of K different types, where each type of controller k
is characterized by its computational capability PP}, and its
price ci. The set of models that can be implemented in the
controller is denoted M and is detailed in Table I of section
IV. We assumed that each model m € M has a Fl-score
F.

Variables. We define three kinds of binary variables.



1) Controller placement. We define y., € {0,1}, Ve €
N,Vk € K. This variable is equal to 1 if a controller of
type k is placed on node c.

2) Switch-controller connection. The variable z, . € {0, 1},
Ve € N, Vs € S, represents the physical connection between
a switch and a controller. It is equal to one if controller ¢
communicates with switch s.

3) Detection model. The variable d.,, € {0,1}, Ve €
N,¥m € M, represents the detection model m imple-
mented in the controller c. It is equal to one if controller
c runs the detection model m with Fl-score Fj,,.
Objective. The objective is twofold: i) minimize the latency
over the network, and ii) minimize the cost of the control
plane, to limit the number of controllers used. Hence, the ob-
jective function is the sum of these normalized components
defined as follows:
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In equation 1, l;s, ic,c/ and cAt;w, represent the normalized
values of latency between switches and controllers, latency
between controllers, and deployment cost of controllers,
respectively. Normalization ensures that the different compo-
nents are expressed on comparable scales; in our evaluation,
each term is normalized by its maximum observed value
in the network. Each component of (1) is defined in the
following.

Latency between switches and controllers. This latency cor-
responds to the processing time of the switches’ requests to
determine the commands in response. This time, namely . s,
consists of the physical latency and the computation time.

lc,s = lphy,c,s + lcomp,c,s (2)

The physical latency, lpphy,c,s, corresponds to the transmis-
sion time on the link between switch s and controller c.
We assume that the switch communicates with only one
controller and lppy,c,s = ZnEN Zs,n X lphy n,s- The compu-
tation time, lcomp,c,s depends on the application considered
and the security mechanism implemented. For instance in
case of a detection algorithm applied at each packet then
the computation time increases but we will not consider such
applications in this paper.

Latency between controllers. Further, we need to consider
the latency between different controllers. Indeed, to ensure
consistency in control and provide a global view to all
controllers, they must exchange information related to the
subdomains they are responsible for certain tasks, and the
latency [, . between two controllers depends on the nodes
(n and n’) on which they are located:

lc,c’ - (Z Z l’rb,n’ X yc,nyc’,n’)a V(Ca C/) S N2 (3)
neN n'eN

Cost. The model minimizes control-plane cost by optimizing
controller placement and selection. We consider four con-
troller types with distinct capacities, following the classifi-
cation in [3] (Table III).

However, the effective processing capacity also depends
on other applications running at the control plane, partic-
ularly security mechanisms. For instance, when a detection
algorithm is activated it consumes additional resources (e.g.,
CPU cycles), thereby reducing the capacity available for
network control tasks. Consequently, the effective processing
power of a controller decreases when a detection model
is executed. The detailed computation of this impact is
provided in section IV.

Finally, the second component of the objective function
presented in (1) is:

ctr,e = cOSty - Ye ks 4

where costy, is the price of a single controller of type k.
Model constraints. The following set of constraints over
the control plane needs to be considered:

Each node can host at maximum 1 controller:

> Yer <1, VeeN. (5)

keK

Each switch can be connected only to a node where a
controller is placed:

Zs,cé quk, VCGN,VSGS. (6)
keK

Each switch is connected to exactly one controller:

Y ze=1, VseS. (7)
ceEN
We assumed that each controller has one detection model
implemented:

> dem = Yok, VeeEN. )

meM ke

Then, we introduced « the security level. Here, to ease
the readability we assume that each controller has the same
level of criticality and so the security level corresponds
to the minimum average Fl-score of the detection model
implemented on the controllers. It can also be a weighting if
some controllers are more critical. For instance, if & = 0, no
detection mechanism is applied. Here, we set the constraint
as the average detection Fl-score of the models on the
controllers is at least a:

> dem X Fn>a-Y yer, YeeN. (9
meM ke

It should be noted that, the detection delay affects the
application response time itself (especially in case of a
per packet detection) which is a concern in case of delay-
sensitive applications,. Therefore, it is possible to add a con-
straint on the computation time of the detection algorithm’s
model.

The implementation of a detection model affects the
capacity of the controller and so the choice of the category
of the controller level. The category of the controller defined
the capacity of the controller and so the space left for the
detection algorithm. The total rate received from switches



cannot exceed the total processing capacity of a given
controller:

Z Z yc,k'dc,nL'PPk,mEZZS,C'Psta VCENa

ke meM seS
(10)

where PRy, refers to the packet rate of each switch (as-
suming all switches have the same packet rate) and PPy ,,
refers to the processing rate of the controller of category k
with the concurrence of the detection model m. Formally,
the processing latency lcomp,c,s 1S inversely related to the
processing power PP ., of the controller running model
m; higher leomp,c,s implies lower PPy, .

Classical CPP formulations assume that controllers have
fixed processing capacity and ignore the overhead of
anomaly detection. In contrast, with CDPP we explicitly
model the cost and impact of detection mechanisms in the
control plane and jointly optimize controller and detection
placement.

IV. RESULTS

In this section we study the impact of the detection model
on the control-plane performance. First, we discuss the trade-
off between model accuracy and computation time. Next, we
analyze its effect on controller response time. Finally, we
examine the implication on the network performance and
security based on the control-plane deployment.

A. Experimental Setup

We run experiments using the Ryu controller with a
routing strategy [17] and traffic from the Totem dataset
[18] over the GEANT 2012 topology (40 nodes, 61 links)
[19]. Simulated attacks included switch takeovers, DDoS,
unauthorized rule changes, and corrupted rules. The dataset’s
first half represents nominal traffic, and the second half
contains randomly launched attacks.

As a reminder, the goal of this work is not to design
a new detection algorithm but to quantify and integrate
the computational cost of detection mechanisms into the
CDPP. Since Recurrent Neural Networks (RNNs) are widely
used for SDN anomaly detection [8], [9], we focus on
this family of models. Five RNN-based detection models
are evaluated (Table I), and the trade-off between detection
accuracy and computation time is analyzed, as these metrics
jointly determine the effectiveness of the detection mecha-
nism and the overhead imposed on the SDN controller. In
our experiments, the controller is limited to at most eight
CPU cores, following the architectural constraints reported
in [14]. The resulting Pareto front highlights the trade-off
between detection accuracy and computational overhead.
Similar experiments with Convolutional Neural Networks
yield comparable trends; due to space constraints, only RNN
results are reported.

Computation time drives the reactivity of the detection
algorithm: longer processing means slower detection and
more time for attackers to act. In Table I, model 6 offers
the highest Fl-score but the lowest reactivity, while the
fastest model has the poorest Fl-score. Choosing a model

TABLE I: Number of neurons per layer of the detection
models for the RNN configuration and their performance in
terms of Fl-score and time computation of the model.

Model L1 L2 L3 L4 Fl-s Time
Simple GRU LSTM Dense (%) (ms)

1 2 2 1 1 46 8.56

2 16 16 8 8 78 9.23

3 128 128 64 64 87 9.51
4 256 256 128 96 90 11.02

5 512 512 256 128 92 15.38
6 1024 512 256 128 93 16.52

therefore requires balancing F1-score and responsiveness, as
illustrated by model 3 or 4. These different choices impact
the controller performance, since more complex models use
more CPU and can degrade control-plane operations.

B. Impact on the controller

The use of such models have a direct impact on the
capacity of the controller depending on the frequency of the
computation. We analyze the impact of periodic anomaly
detection on controller performance and capacity. This de-
tection strategy, which is widely adopted in the literature
due to its scalability, consists in executing the detection
algorithm at fixed intervals of P seconds through the set
of packets collected by the controller. To evaluate its impact
on controller performance, we deployed the proposed models
on the Ryu controller and measured the average controller
response time as a function of the detection model and the
number of CPU cores allocated to the controller. The results,
with its confidence interval at 95%, are shown in Fig. 2 and
in these experiments, we considered a detection period of
P = 100ms.
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Fig. 2: Average response time of the controller depending
on the anomaly detection model used.

Fig. 2 represents the average response time of the con-
troller depending on the detection model used. For example,
the blue curves is associated to Model 6 defined in Table.
I as the heaviest model (the one on the last line). This
figure shows that controller response time decreases with
the number of CPU cores, but the marginal gain becomes



negligible beyond six cores. We therefore use eight cores
in the following experiments to remain in the saturation
zone while avoiding unnecessary resource over-provisioning.
Although a 1 ms increase in the control plane response time
may appear negligible in isolation, queueing theory [11] and
experimental evaluations [12] show that such an increase
can double controller utilization and push the control plane
into saturation. Also, it shows that enabling the detection
algorithm significantly affects the controller’s response time,
resulting in higher latency on the network. This increase
can be attributed to resource sharing and heightened CPU
contention introduced by the detection process. While al-
locating additional CPU cores mitigates the performance
degradation by reducing the gap between response times
with and without detection, the overhead induced by the
detection algorithm remains noticeable.

To quantify the impact of the parameter P of the detection
mechanism on controller load we measure the average
response time of the controller depending on P. The results
are shown in Table. II. The choice of the period has been
made according to the ones of [20].

TABLE II: Average controller response time (ms) depending
on the detection period P, measured with 8 CPU cores.

Model Detection period P

10 100 1000
Model 6 1.84 1.13  1.02
Model 5 1.74 1.08 1.01
Model 4 1.69 1.02 098
Model 3 1.61 1.01 0.89
Model 2 1.60 097 0.82
Model 1 1.60 094 0.81

The detection period P governs the trade-off between exe-
cution frequency and per-execution workload. Small values
of P increase the number of detections per unit time and
lead to CPU contention, whereas large values of P increase
batch size and per-execution cost. As shown in Table II, the
controller response time decreases as the period P increases.
Although the detection time increases with P, the detection
process is executed in parallel with the control computation,
as illustrated in Fig. 1. Consequently, the observed variation
in controller response time with P is mainly due to resource
contention with the detection algorithm. As P increases,
contention events become less frequent, but their duration
increases because of the larger batch size.

Although absolute values are close, relative differences are
significant, as doubling the per-packet processing time halves
controller capacity. Since controller capacity is defined as
PP = 1/PT, the additional processing introduced by
anomaly detection—especially with shorter detection peri-
ods—increases PT' (Table II) and reduces capacity.

Based on these measures, the result of the processing
power (i.e., capacity) of the controller depening on the
detection model apply is given in Table. III.

It can be observed from Table III that the controller
capacity is influenced by both the detection model and
the selected detection strategy. These results illustrate the

trade-off between operational cost and control-plane security,
which directly affects the controller deployment strategy. For
example, considering Model 3, which provides a favorable
balance between F1-score and computation time, a detection
period of P = 10ms divides the controller’s capacity by
a factor greater than 2.6, whereas for P = 1000ms the
capacity is divided by a factor of approximately 1.5.

A trade-off is also observed between detection reactivity
and controller performance. Increasing the reactivity of the
detection mechanism requires reducing the detection period,
which in turn leads to higher controller load and so decreases
its capacity.

C. Performance of the controllers deployment

Such a modification of the controller capacity directly
influences the performance of the control plane. To prove
it, we compare the deployment of a SDN control plane with
three strategies:

o w/o detection - strategy 1: the detection mechanism
is not considered in the CPP; instead, once the load
on each controller is known, the appropriate model is
selected afterward.

e W/0 detection - strategy 2: the detection mechanism is
not considered in the CPP; however, once the control
plane is determined, the model with the highest F1-
score that can still be supported is assigned to each
controller.

e CDPP: the detection is taken into account in the con-
straint of the CPP (i.e., it corresponds to the model
described in section II and the table used to determine
the capacity of the controller is the one of Table. III).

For the first two strategies, we solve the CPP without
constraint 8 and (9) and without the decision variable d. We
assume that the period is fixed at P = 100 ms. We used the
Gurobi solver computation [21].

This evaluation is performed on the 83 topologies from the
Zoo dataset that contain more than 10 nodes [19]. This real-
world wide-area network provides a representative testbed
for evaluating the scalability and efficiency of controller
placement strategies.

The results—namely, the performance of the control plane
(value of the objective function, eq. 1) and the average F1-
score of the deployed model—are reported in Table IV. The
margin of the 95% confidence interval is given. The two last
columns (strategy two and detection) provide the relative gap
with respect to strategy one.

TABLE IV: Relative gap of control-plane performance and
security compared to Strategy one.

w/o detection

Metric Strategy 1 Strategy 2 CDPP
Performance 50 (£0.3) 34 (£0.3)
(Obj Function) 33 (£0.3) (+67%) (+3%)
Detection 92% (£0.04) 90% (£1.2)
F1-score 81% (+4) (+13%) (+11%)




TABLE III: Performance characteristics of network devices with detection algorithms. Processing power shown in Kpps
(kilo packets per second). For models with detection, values correspond to detection periods P (algorithm applied every
Ps). Note that subcolumns headers (10ms, 100ms, 1000ms) represent detection period P values.

Device Baseline Model 1 Model 2 Model 3 Model 4 Model 5 Model 6
Type Price No Det. | 10 100 1000 \ 10 100 1000 \ 10 100 1000 \ 10 100 1000 \ 10 100 1000 \ 10 100 1000
Switch — 2 — — — — — —
Ctrl. Type 1 $1.2K 25 10 16 19 10 16 18 9 15 17 8 14 15 8 13 15 8 13 14
Ctrl. Type 2 $2.5K 40 15 26 30 15 25 29 15 24 27 14 24 25 14 22 23 13 21 23
Ctrl. Type 3 $6.5K 80 30 51 60 30 49 58 29 47 54 28 47 49 27 44 47 26 42 47
Ctrl. Type 4 $12K 150 56 96 111 56 92 108 55 89 101 53 88 92 51 83 89 49 79 38

Since strategy 1 solves the problem with the fewest
constraints, it achieves the best final objective, i.e., lowest
cost and latency, but at the expense of a suboptimal detection
model. Strategy 2 optimizes the detection Fl-score in two
steps but severely degrades control-plane performance, rais-
ing the objective by over 67%. Our proposed strategy strikes
a better balance: a small objective increase (3%) yields an
11% F1-score gain.

Thus, integrating detection from the outset provides the
best trade-off between security and control-plane perfor-
mance, while ignoring it leads to either degraded perfor-
mance or insufficient security. Security should therefore be
incorporated into the CPP, even for passive mechanisms such
as detection algorithms.

V. CONCLUSION

This paper studies the impact of integrating detection
strategies into the SDN control plane, analyzing the trade-off
between accuracy and computation, quantifying costs, and
their effect on controller deployment. Results show that even
passive security mechanisms improve security with minimal
control-plane impact. The proposed methodology is general
and can be applied to various SDN-based networks, includ-
ing emerging 5G and future 6G architectures, by adapting
system parameters to network-specific requirements.

Future work includes evaluating additional detection mod-
els, such as Support Vector Machines and Decision Trees,
extending the formulation to jointly consider both passive
(e.g., anomaly detection) and active (e.g., replication or
consensus) security mechanisms, and addressing practical
deployment challenges, including variable processing capac-
ities, network latency fluctuations, and controller reliability,
whose impact on the control plane differs.
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